FBI & KU Cybersecurity Conference – Session Descriptions 

THURSDAY, APRIL 3
· A Personal History of Location Data – Keynote 
· From Keyhole to Google to Niantic – location data has played a big part in the products we have built. Some learnings.
· Securing the Nation: Harnessing Research and Entrepreneurship for Next-Gen Defense Technology
· Integrity measurement has emerged as a critical foundation for securing modern computing systems, with its origins rooted in groundbreaking research, government innovation, and commercial adaptation. This panel brings together three key figures who have shaped and advanced this technology: Jason Rogers, CEO of Invary; Dr. Perry Alexander, Distinguished Professor at the University of Kansas; and Pete Loscocco, retired NSA Trusted Mechanisms specialist.
This discussion will explore the collaborative pathways between academia, government, and industry that have driven the development and deployment of integrity measurement technologies. The panelists will share their unique perspectives on the technology’s origins, its evolution from research to real-world application, and its growing importance in today’s cybersecurity landscape.
Key discussion points will include:
1. The Role of Collaboration: How have partnerships between universities, government agencies, and private industry advanced cybersecurity innovation?
2. The Origins of Integrity Measurement: What were the early challenges and breakthroughs in developing integrity measurement technologies?
3. From Research to Implementation: How has integrity measurement evolved from theoretical concepts to practical, real-world applications?
4. Current and Future Applications: How do each of you view the role of integrity measurement in today’s cybersecurity challenges, and where do you see it heading in the future?
5. Bridging the Gaps: What steps can be taken to further enhance collaboration between academia, government, and industry to drive innovation in trusted mechanisms?
Join us for an insightful conversation on the past, present, and future of integrity measurement, as we examine how cross-sector collaboration continues to shape the field of cybersecurity.
· Breakout Sessions
· Current Threat Landscape, Layered Defense and Security as a Service (SECaas)
· The cybersecurity landscape is rapidly evolving: new threats emerge every day, often with the support and financing from adversarial nations and global actors. Unlike the days of the “Cold War,” it’s not just the U.S. government and its allies threatened by these adversaries. Now, public and private, commercial and governmental organizations of all sizes are at risk from sophisticated ransomware attacks, targeted phishing campaigns, intellectual property theft, and financial theft. 

This presentation will provide an overview of the current threat landscape, highlighting the most prevalent and dangerous threats facing industry and government today. We will examine the rise of AI-powered attacks, the increasing exploitation of IoT devices, and the persistent threat of social engineering.

In the face of these evolving and increasingly sophisticated threats, a layered defense strategy is crucial. This presentation will discuss the key components of a robust cybersecurity framework, emphasizing the importance of combining traditional security measures with cutting-edge technologies. We will explore the role of firewalls, intrusion detection systems, endpoint protection, and modern identity and access management tools as well as the growing importance of cloud security, data loss prevention, and threat intelligence.

Finally, we will examine the rise of Security as a Service (SECaaS) as a viable solution for organizations seeking to enhance their security posture. SECaaS offers a range of benefits, including cost savings, scalability, and access to advanced security expertise. This presentation will explore the various components of SECaaS and how they can be layered to create true cyber “defense in depth.” 

Join us to gain valuable insights into the current threat landscape, learn how to build a layered defense strategy, and discover the potential of SECaaS to transform your organization's cybersecurity.
· FBI WMD Overview and UAS Threats to Infrastructure
· Overview of the FBI WMDC, modalities covered, response capabilities and how we integrate and work with local, state, federal and private sector partners.  Overview of how UAS are becoming a threat to infrastructure, special events/mass gatherings and how technology can be a targeted by advisories.  
· Reducing Cyber Risk: Best Business Practices 
· In today’s evolving threat landscape, organizations must proactively manage cyber risk to protect critical assets and maintain business continuity.  This presentation will discuss reducing cyber risk and increasing resiliency through best business practices.  The identification of top targets and vectors paired with the application of best business practices builds towards the reducing of risk and improving resiliency for an organization. This presentation, designed for security leaders will explore best business practices for reducing cyber risk through a strategic, business-aligned approach. Included in this presentation are resources that CISA has available for addressing the best business practices and reducing cyber risk.
· Breakout Sessions
· Unintended Consequences, Unmet Needs: Cyberbiosecurity and BIO-ISAC 
· We have placed enormous demand on the bioeconomy, are we prepared to defend it? Advancements in biomanufacturing and biotechnology drive the science we need to thrive, everything from apples to vaccines.

This session, hosted by the Bioeconomy Information Sharing and Analysis Center, reviews the current state of cyberbiosecurity defense, focusing on a handful of incidents and research from the last three years that demonstrate the connectivity between industry, systems, and threats. Following the review, we will detail what researchers, individuals, and organizations can do, starting today, about this issue through the use of cyberbiosecurity hygiene principles.
· Unveiling Cyber Security Resilience - Incident Response Table Top Exercise
· The session will focus on how Company XYZ has prepared against the most frequent types of cyber attacks.  We will focus on their Incident Response and Disaster Recovery Plans - and how a table top exercise can assist in preparation.  The table top exercise will incorporate audience participation, helping drive the discussion and how the different options impact the results.
· Protecting the State Government Technology Ecosystem
· Governments provide a multitude of services to its citizens. In many cases this isn't done through one system or one environment but an entire ecosystem of technology. Agencies work with other agencies and even other levels of government to provide these needed services. Protecting these ecosystems requires a whole-of-state approach. This session will discuss some of the complexities and tasks associated with protecting essential government services.
· Securing Major League Baseball
CISO Neil Boland’s team plays a critical role in supporting Major League Baseball’s mission and business strategy by ensuring that technology and security are not only enablers but also accelerators of the league's goals. MLB is committed to delivering an exceptional experience to fans, players, and partners, both on and off the field. 

Join this session to gain insights on how we have come to achieve this through integrating cutting-edge technologies and robust security measures that drive innovation, enhance operational efficiency, and safeguard the league's digital assets.
· The CyberWire – Caveat Podcast
· Hosts Dave Bittner and Ben Yelin record an episode of the Caveat podcast, a popular weekly show covering cyber law and policy. Join us for lively discussion of the latest news. Governments provide a multitude of services to its citizens. In many cases this isn't done through one system or one environment but an entire ecosystem of technology. Agencies work with other agencies and even other levels of government to provide these needed services. Protecting these ecosystems requires a whole-of-state approach. This session will discuss some of the complexities and tasks associated with protecting essential government services.
FRIDAY, APRIL 4
· Keynote by Anton Rog - Cyber Threats and Their Effect on Human Will: A Cyber Intelligence Perspective
· In the age of rapid technological advancements, the intersection of cybersecurity and human psychology has become a critical area of study. This presentation explores the multifaceted nature of cyber threats and their profound impact on human will, decision-making, and behavior. 

From social engineering attacks to psychological manipulation through digital mediums, cyber adversaries are increasingly exploiting vulnerabilities in human cognition and trust. Drawing from the field of cyber intelligence, we examine how cyber threats extend beyond data breaches and financial loss, affecting individual and collective resilience, autonomy, and behavior. 

The session will highlight emerging trends in cyber warfare and information operations, with a particular focus on how targeted attacks can disrupt societal norms, influence political movements, and alter public perceptions. 

By understanding the symbiotic relationship between technological advances and human vulnerabilities, this presentation aims to offer actionable insights for safeguarding not only digital infrastructures but also the psychological integrity of individuals in a hyper-connected world.
· Navigating International Cyber Threats: A Strategy for Protecting Critical Sectors
· TBD
· Nation-State Adversaries vs. Global Finance: A War in the Shadows
· This talk explores the covert battle between nation-state cyber adversaries and the global financial system. As financial institutions become prime targets for state-sponsored cyber warfare, the stakes have never been higher. Nation-states deploy sophisticated attack campaigns—ranging from cyber espionage and financial fraud to disruptive attacks on stock exchanges and banking infrastructure—all aimed at destabilizing economies and asserting geopolitical power.

Financial institutions are responding with robust threat intelligence, AI-driven fraud detection, and government collaboration. But is it enough? This talk will highlight the growing need for global financial entities to adopt a war-time mindset—treating cybersecurity as a strategic imperative rather than a compliance exercise.

Ultimately, the war in the shadows is not just about money—it’s about economic control, political influence, and the future stability of global finance.
· Breakout Sessions
· Disinformation and Cybersecurity Threats Emanating from Eastern Europe and Eurasia
· In this session, scholars affiliated with KU's Center for Russian, East European & Eurasian Studies (CREES) will examine the different disinformation and cybersecurity threats originating in Russia and explore their significance for the United States, Europe, and the world. The presenters will discuss how CREES's current research projects on the political, social, and cultural context of Russian disinformation and cybersecurity issues can help democratic institutions, businesses, and media organizations respond to the threats posed by Russia.
· How Threat Actors Thrive in DNS
· The Domain Name System (DNS) is a fundamental component of the internet, and over 90% of all malware leverages this network protocol to attack internet users and enterprises across the globe. Despite this, many organizations leave blind spots in their security by overlooking DNS. This session explains how threat actors use this simple and yet very powerful network service to run large-scale IT infrastructure and evade detection.
· Now What? Innovating Your Cybersecurity Program after a Major Incident
· We all have heard about major incidents, what happened, and how to prevent it. But what happens to the cyber program after the major incident? This presentation will describe Hackensack Meridian Health's (HMH) journey back from the major incident and how HMH continues to commit to a robust cyber security program.
· Breakout Sessions
· Securing the Future: Cyber Talent, Innovation, and Economic Growth
· In today’s rapidly evolving cyber landscape, the demand for skilled professionals, real-world training, and data-driven workforce solutions has never been greater. This interactive demo featuring the EKC Heartland Cyber Range, the EKC TalentSphere, and the EKC DataSphere showcases how an integrated, next-generation cybersecurity ecosystem – developed by EnterpriseKC – bridges the critical gap between talent supply, industry demand, and real-world hands-on skill development. Through a seamless experience, attendees will explore how real-time regional workforce intelligence drives strategic decision-making, how an innovative talent-matching engine accelerates job placement, and how a cutting-edge simulation environment prepares individuals to combat real-world cyber threats. This session will demonstrate how a holistic, scalable approach to cybersecurity education and workforce readiness is reshaping regional and national resilience – creating a model that can be replicated across industries and geographies. This session will feature three key figures driving EKC’s innovative cybersecurity initiatives. Jay Konomos, who oversees the development of EKC’s real-time data intelligence platform – the DataSphere, Eric Mooney, who directs EKC’s advanced talent identification and talent-matching ecosystem – the TalentSphere, and Dr. Chuck Gardner, Director of the Heartland Cyber Range, an immersive, real-world cybersecurity training and simulation environment, equipping students, researchers, and cyber professionals with hands-on experience in defending against modern cyber threats.
· Your New Applicant is a Trojan Horse: How Covert Nation-State Actors Exploit Hiring Processes to Compromise Corporate Security
· In today’s rapidly evolving cybersecurity landscape, companies face a growing and unexpected threat—state-sponsored infiltration through their own hiring processes. North Korea, in particular, has developed sophisticated tactics to embed operatives and proxy workers into global businesses, using fake identities and fraudulent credentials to gain insider access. These Trojan Horse employees don’t just steal data; they compromise critical systems, divert funds, and provide intelligence to the regime, all while appearing as legitimate hires.

This session, led by former CIA Operations Officer Nick Gicinto, will expose how North Korea is leveraging social engineering, falsified resumes, and sophisticated deception tactics to exploit corporate hiring vulnerabilities. From penetrating tech firms and financial institutions to infiltrating supply chains and remote workforces, these covert operations represent a major national security and corporate risk.

Attendees will gain a behind-the-scenes look at real-world cases, the warning signs HR teams and security professionals should watch for, and the strategies businesses can implement to prevent these threats before they take root. With remote hiring and global workforces more common than ever, understanding how nation-state actors weaponize employment pipelines is critical for safeguarding corporate assets and intellectual property.

Don’t let your next hire be North Korea’s next success story—join us for this eye-opening discussion on how to protect your company from infiltration.
· Operation Damaque: Combating PRC Cyber Activity by Standing on the Shoulders of Giants
· Learn how the FBI leverages public sector research, private company reporting, and partner agencies to enable them to minimize the time it takes us to conduct impactful cyber operations. Presenters will use the public information about the FBI’s takedown and show how they were enabled by all the work that was done before they even started working on their portion of the operation.
· Ethics of AI: Balancing Policy, Security and Social Vulnerabilities
· This session, "The Ethics of AI: Balancing Policy, Security, and Social Vulnerabilities," explores the complex ethical landscape surrounding artificial intelligence. We will delve into the challenges of developing and deploying AI responsibly, examining the interplay between necessary security measures, evolving policy frameworks, and the potential for AI to exacerbate existing social vulnerabilities. Join us for a discussion on mitigating bias, ensuring fairness, promoting transparency, and safeguarding privacy in the age of AI, ultimately aiming to build a future where AI benefits all of society.
